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Overview

IN= N-ABLE’

N-able has developed Automation Manager policies that will allow partners to mass deploy N-able MDR
agents via N-able RMM. This document will go over the steps involved in deploying these agents.

Requirements

The Automation Manager policy requires N-able RMM to be on version 10.3.0 or above. Additionally,
the script requires PowerShell 3.0 and Microsoft .NET 4.5 to be installed on the devices that partners
wish to mass deploy N-able MDR agents on. Partners will also require access to the N-able MDR

management console to get the tenant id.

Adding the Automation Manager policies to N-able

RMM

To import the Automation Manager policy:

1. Login to N-able RMM and navigate to Settings->Script Manager

2. Choose New and

%)) | N-ABLE RMM

File

Monitoring and Managemen!

LN R&D / All Clients

» 2 Focus On

» 8 Mav

» 8 sara

» £ TimB

» © Iyna

» Johns Gym

» _ Laurie Doctor LLC
Legal

» ~ LMINC

b LogicNow - DM

Ottawa Office X 450 March Rd. 2™ Floor Ottawa, Ontario K2K 3K2 Canada N n-able.com

Edit View Reports

Settings

Mail Templates
General Settings

Wall Chart Settings

PSA Integration

Agent

Configure External Links

4

Agent Auto-update Settings

Monitoring Templates L4
4

Critical Events Settings
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* Name your policy appropriately
* Choose Automated Task as the type
+ Choose Windows as the OS
3. Browse to where the Automation Manager policy is saved 4. Click on OK to import the

Automation Manager policy

5. The policy is ready to be used.

Add User Defined Scripts LAX

Name:

Description:

Usage Motes:

Default Timeout
(seconds):

Type:

0s:

Upload a script

File upload:

Disclzimer: Pleasa be zware ¢

Deploying the MD

N-able MDR. agent install

120

[ Script Check
Automated Task

Windows

[ Mac
[:] Linux
N-able MDR ing Browse
Supportad script types: sh, js, vbs, and, bet, pl. phae py. b, psi, amp
that we are not responsible for script contents and any harmful effects they may have on your systems.
Save Cancel

R Agent as a Task

Prior to deploying N-able MDR agents via Automation Manager policy in N-able RMM you will need to
have administration level access to the N-able MDR Management console.
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There are several ways to deploy the automation policy:

Deploying N-able MDR To Specific Devices

1. Multi-select the target devices in the north pane (use Shift and left-click to choose a range of
devices or Control and left-click for specific machines)

o City Gate Ltd Mahon SCREEDONI-LT  SYSTEM Tul\stephen.cr.. <% @ o
2 if)? Muir Associates Hillside Road Windows 10 (W... Hyper-V Virtual .. DESKTOP-KCGH... % e ?
B Ix ICT-Oke B.V. FC-D IT YDELACROIX-LT 1234567 TUL\yannick.del . S e o
e Ix Solarwinds Port. Parque Nacoes Gollum-PC casupp Gollum-PC\casu o}) @ e
2. Right-click on one of the selected devices
SCREEDONI-LT SYSTEM TUL\stephen.cr... «\) {
PKELLYDEMO2-LT E Add Werkstation Note 3 (s) :
2 Pending Workstation Actions

5" Remote Access b

Remote Background

Q) Reboot b

Run Checks
Task b | Run
A Maintenance Mode b | Add "
Edit
[E Monitoring Templates 4
ks Assets Delete

[®] Back up Configuration
3. Select Task from the context menu
4, Add

Deploying N-able MDR To an Entire Client or Site

1. Right-click on the target Client or Site under the Monitoring and Management menu
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N-ABLE RMM

File Edit View Reports Settings Mail Templates Agent Remote Access Backi

Monitoring and Management G « Servers Workstations |
ED X Q_ Search Workstation ~ & Take Control
— LN R&D / All Clients E Client
- » % FocusOn =
o > § Mav - Sara
-0 v 8 sara
® Boulder
@ ® home
> branded Edit Site
El » 2 Tims ﬂ] Delete Site
{:] N : : ;:!:nas i A  Maintenance Mode 14
= » Laurie Doctor LLC E Apply Monitoring Template
Legal Task b Rin
4 LM INC
» 7 LogicNow - DM Add
4 Nick Edit
» _ Rachel Delete
> Rob

2. Select Task from the context menu
3. Add

Configure the Task

Regardless of the selection method, the next stage is to select and configure the Task.

1. Select the automation policy
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Scripts and automation policies are displayed and grouped by function and type (System and User
Defined*) in expandable sections with the ability to search for a policy.

Choose the policy from the User Defined section
Add Automated Task

2, mdd

-

N-able MOR agent install

2. As N-able MDR is billed against the user count, this should be ran on all machines you need to gather

logging onClick Next to configure the Task

Add Tasks
Select which device type you want to add the task to:
Servers
Workstations

Previous Mext Cancel
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L] N-able MDR agent install x

Descriptive Name:
N-able MDR instal pe

Script Parameters

TenantlD:
ENTER YOUR TEMNANT ID HERE 4[3

Click here for help setting up the Automated Tasks

< Previous Next > Cancel

* You will now be required to enter the Customer tenant. The tenant id is the unique code

that will associate the devices with a particular customer level within N-able MDR.
From the customer level within N-able MDR navigate to the download section (bottom Left of
the navigation bar and copy the tenant ID
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Tenant Data

Name

N-able Demo (2023-11-03)

Tenant ID

194369df-598a-412f-bdcc-c101a467678b-02e2e8dd-643c-4747-9bce-
4a25022f014e

3. Once the information has been specified your N-able RMM interface will look like this
L] N-able MDR agent install b4

Descriptive Name:
N-able MDR install pe

Script Parameters

TenantlD:

194360df-5983-412f-bdcc-c101a467678b-02e2eBdd-643 c—4?ﬁ’3§

Click here for help setting_up the Automated Tasks

< Previous Mext = Cancel

4. Select Frequency Method
Select Manual as we want to run the Automation Policy as a one-off action.

Ottawa Office X 450 March Rd. 2™ Floor Ottawa, Ontario K2K 3K2 Canada N n-able.com


jonathan.johnstone
Stamp


jonathan.johnstone
Stamp



IN= N-ABLE’

L] N-able MDR agent install x

Select Frequency Method:

Manual ~
Once per Day

Once per Month

On Check Failure

Manual

5. Choose the maximum permitted execution time, the default is 1 hour before N-able RMM will stop
trying to run the automation policy.
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L} N-able MDR agent install

Options:

Set maximum permitted execution time

Days: Hours: Minutes:
0 1 0
Disclaimer

Flease be aware that we are not responsible for user defined script contents and any
harmful effects they may have on your system.

Click here for help setting_up the Automated Tasks

< Previous Next = Cancel
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Confirm which devices you want to apply the Task to, if applying from the Customer/Site level or to

multiple devices, or simply click Finish if applying to individual devices.

The task has now been added to our devices however we still need to run the automation policy.
To do this either right click on the device/devices in the north pane if deploying to one machine or
a group of machines, or right click on the Customer/Site level in the west pane, and choose

Task>Run
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S R R 1UL\STEpNEen.cr ..
E Add Workstation Note
Pending Workstation Actions
Remote Access 4
Remote Background
Reboot 2
Run Checks
‘ Task b “ Run
A Maintenance Mode 4 Add
Edit
[BE Monitoring Templates b
Delete

[ﬂ Back up Configuration

8. Choose the N-able EDR Installer Policy and click Next

Run Tasks

Filter tasks by

Servers

Workstations

Available Tasks

Select a task to run the available tasks for that type. Expand the list to select an individual task. You can run a task on up to

2000 devices at a time.

Description «
vy O Chocolatey Installer

3 ﬁ Clean User Temp Files

Devices
3 waorkstations

1 server

vy O Cove Backup Manager Deployment - Documents 1 workstation
] v O Cove Data Protection - Deployment 2 servers
| v O creator local admin 3 workstations
| r O Install Software from a URL 1 workstation
l- - L] N-able MDR agent install 16 servers, 3 workstations

L1 N-able MDR agent install - bapi-user@gfidemo2.com
vy O Perform Disk Maintenance

vy O reinstall M-central agent

9. Choose Run Task

16 servers, 3 workstations
13 servers, 3 workstations

1 server

MNext

Cancel
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Run Task Device Confirmation

Confirm which devices you want to apply the Run Task Update to:

~ | Client~ Site « Name

B2 saa home CREID-LT4

Description

Chris Reid's laptop
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no reboot is required to fully install the agent on the endpoint, The N-able MDR agent will require
littte CPU and Memory to run on the machine, and is designed to send important alert detection

as a priority.
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