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Preface 
 

 

Overview 
To configure Adlumin MDR to connect to your Entra ID tenant, an Entra ID Application needs to be 

registered, providing the required permissions for specific SKUs, authorizing them, and ensuring that 

full auditing in Microsoft Purview is enabled. 

As this is a time intensive process, N-able has created a script which automates the creation of an 

Entra ID app, along with applying and authorizing the required permissions based on the SKUs which 

the Entra ID tenant has. Additionally, the script connects to Exchange Online and enables full auditing 

for the tenant in question. 

Prerequisites 
There are a few prerequisites required for the script to run successfully: 

• Windows PowerShell 5.0 or higher, or PowerShell Core 7 or higher, running on a Windows OS device. 
 
• An Entra ID account which has permissions to use the following Entra ID scopes (Admin access to the tenant 

contains these by default): 
• Application.Read.All 
• Application.ReadWrite.All 
• User.Read.All 
• RoleManagement.ReadWrite.Directory 
• Directory.ReadWrite.All 
• Organization.Read.All 
• AuditLog.Read.All 
• AppRoleAssignment.ReadWrite.All 

 
• The following PowerShell modules installed (the script will request approval to install these on your behalf if 

they are not found on the device running the script): 
• Microsoft.Graph.Authentication (version 2.26.1) 
• Microsoft.Graph.Applications (version 2.26.1) 
• Microsoft.Graph.Identity.Governance (version 2.26.1) 
• Microsoft.Graph.Identity.DirectoryManagement (version 2.26.1) 
• ExchangeOnlineManagement 

 

This document is provided for informational purposes only. Information and views expressed in this 

document may change and/or may not be applicable to you. This document may not be reproduced 

by any means nor modified, decompiled, disassembled, published or distributed, in whole or in 

part, or translated to any electronic medium or other means without the prior written consent 

of N-able. N-ABLE DISCLAIMS ALL WARRANTIES, CONDITIONS, OR OTHER TERMS, EXPRESS OR 

IMPLIED, STATUTORY OR OTHERWISE, ON THE DOCUMENTATION, INCLUDING WITHOUT LIMITATION 

NONINFRINGEMENT, ACCURACY, COMPLETENESS, OR USEFULNESS OF ANY INFORMATION CONTAINED 

HEREIN. IN NO EVENT SHALL N-ABLE, ITS SUPPLIERS, NOR ITS LICENSORS BE LIABLE FOR ANY 

DAMAGES, WHETHER ARISING IN TORT, CONTRACT OR ANY OTHER LEGAL THEORY, EVEN IF N-ABLE 

HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
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Instructions 
This document will have been provided to you inside a zip file. You will find a script file called 

Azure_Adlumin_Setup.v3.0.ps1. Extract the zip file if you haven’t already. Find the file through 

Explorer, right click > Properties and tick Unblock if visible. Click OK. 

 

 

Making sure that scripts can run on your system 
Open up your Windows PowerShell instance as administrator, and type powershell.exe -

executionpolicy bypass -noprofile. This will start a PowerShell session ready to run the script. 
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Running the script 
To run the script, change directory using the cd cmdlet, to the location of the script. For this 

document, the script is contained in C:\users\<username>\downloads\Entra ID Adlumin Setup. To cd to 

this folder, you would run cd "C:\users\<username>\downloads\Entra ID Adlumin Setup" like so: 

 

And finally, run the script using dot backslash, typing .\Azure_Adlumin_Setup.v3.0ps1 like so: 

 

Checking for PowerShell modules 
Once the script runs, the first thing it does is check for the required PowerShell modules, as seen 

below. If the modules are not found, or the versions of the modules required are not found, the script 

will prompt you to approve installation of the modules. 

 

 

Connecting to Entra ID 
The script will prompt you to connect to Entra ID, with a popup: 

 

Please provide the required credentials to connect to your Entra ID tenant. If you are unsure which to 

provide, please use an Entra ID administrator account. 

 

Note: The script locks the Microsoft Graph modules to version 2.26.1, as 2.25.0 and 2.27.0 cause 
breaking issues with Entra ID applications. At the time of writing, 2.27.0 has not received a patch. 
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Connecting to ExchangeOnline 
The script will then prompt you to connect to Exchange Online. This is for the purposes of determining 

whether full auditing is enabled in Microsoft Purview. The same username entered when connecting to 

Entra ID, is automatically populated for connecting to ExchangeOnline. 

 

 

If prompted, choose No, this app only. 

 

Note: While Microsoft Graph and Exchange Online use similar authentication methods, the 
authentication from Microsoft Graph cannot be used to automatically authenticate Exchange Online. 
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Checking if Unified Audit Log Ingestion is enabled 
After connecting to Entra ID and ExchangeOnline, the script will check whether Unified Audit Log 

Ingestion is enabled, and if it is disabled, will enable this for you. 

 

Providing an existing Entra ID app to the script 
The script will check to see if an existing app called N-able Technologies – Adlumin MDR Integration 

exists. If so, the script will continue on. 

If this is your first time running the script, or if you have a previously created Entra ID app integrated 

with Adlumin which was created using a different script or by the Entra ID console, you will see this: 

 

The script will wait for you to enter Y or N.  

If you have not integrated Entra ID with Adlumin, type in N into PowerShell and press Enter. 

If you have an existing Entra ID app integrated with Adlumin, login to your Entra ID Portal, navigate to 

Applications > App Registrations, click on the All applications tab and copy the Application (client) 

ID as seen in the below example. 

 

 

Back in PowerShell, type in Y and press Enter. Paste (right click to paste in PowerShell) in the 

Application (client) ID you copied, and press Enter as seen below. 
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Type Y and press Enter. 

Receiving the output from the script 
No matter whether an existing application is found/used above, the script will either create a new app, 

then add and authorize permissions, or the script will update and authorize permissions on the existing 

app. 

Once this is completed, an output will be sent to the console. 

For a new app, this looks like the following: 

 

For an existing app, this looks like the following: 

 

Entering the output into Adlumin 
If you have never integrated Entra ID with Adlumin, take the output from PowerShell (highlight with left 

click and hold, and right click to copy), and open up your Adlumin MDR console. 

1. Navigate to Integrations in the left navigation bar. 

2. Under the cloud integration, choose Azure. 

 

3. Input the details you copied into the configurations menu. Once complete, click Enable, and 

Adlumin will link to your Entra ID tenant. 

If you have previously integrated Entra ID with Adlumin, any additional permissions the script added to 

your Entra ID app, will allow Adlumin more visibility into your Entra ID tenant. 

 

If required, open up your Entra ID app in your Entra ID console (Applications > App registrations) 
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and click on API Permissions under Manage to review the permissions added, and authorized. 
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