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Deploying Managed Detection and Response

windows Syslog forwarder (Beta) 
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Overview  
N-able has developed a Syslog forwarder to send logs in an encrypted format to the

N-able MDR console. This is intended for customers who don't have or want to use

virtualization to spin up a VM to foward logs to the console.

 

Requirements  
The Syslog forwarder will preferably be installed on a windows server with a minimum of

4Gb and 4 cores. This will also be given a static IP. 
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Download and install the N-able MDR forwarded  
Download the syslog forwarded usin the following link: 

https://eu-engineers.com/AdluminForwarderInstaller.msi

 

 

  

 

  

 
  

 

 

  

Once downloaded open command prompt as administrator and run the following from the download

location of the above MSI installer

msiexec /i AdluminForwarderInstaller.msi tenant=TENANT_ID_CODE_HERE

the TENANT ID you will get from the N-able MDR console see below:

jonathan.johnstone
Stamp


jonathan.johnstone


jonathan.johnstone
Once succesfully run this will create a Windows service. However, The service is not a typical windows service; it is unable to let Windows know when it has successfully started like most services do, so it will never show as “running” within the Services app.  The purpose of running it as a service is its auto-start feature, allowing the forwarder to start after rebooting.When installed, it will spawn multiple processes for the respective ports it is listening on as seen below
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Once installed, ensure it works by navigating to a log file called adlumin forwarder found in c:\windows\system32 as seen below.  It will show the ports it is listening on.
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With ports not active and listening you can configure your syslogs to be sent to these ports, where we will encrypt the logs and ensure they are sent to your partner tenant within the N-able MDR console. 


